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Abstract—Automated API testing is crucial for ensuring the re-
liability of modern software architectures. While Large Language
Models (LLMs) demonstrate significant potential in generating
API tests from OpenAPI specifications, existing baseline methods
often yield extremely low execution success rates when applied
to complex, industrial-grade ecosystems like Java Spring Boot.
In this paper, we conduct an empirical study reproducing the
RestTSLLM methodology to identify the root causes of these
failures. Our findings indicate that these failures primarily stem
from the LLM’s lack of environmental context-awareness and
its inability to adhere to strict HTTP protocol semantics. To
address these limitations, we propose the Constraint-Enhanced
Prompting Framework. This approach shifts human intervention
from downstream code post-processing to upstream prompt
design by introducing three core constraint pillars: Dynamic
Context, Protocol Semantics, and Regex Strictness. Evaluated on
the widely adopted Spring PetClinic project using the DeepSeek-
V3 model, our enhanced framework successfully eliminated
generation hallucinations, achieving a 100% execution pass rate
in the evaluated test suites. Furthermore, the highly constrained
LLM effectively served as a strict API contract auditor, detecting
latent real-world vulnerabilities in the System Under Test (SUT),
including Specification-to-Implementation drift and unhandled
server exceptions.

Index Terms—Large Language Models, Automated Test Gen-
eration, API Testing, Prompt Engineering, Contract Auditing

I. INTRODUCTION

Application Programming Interfaces (APIs) serve as the
foundational components of modern microservices architec-
tures. As systems grow in complexity, automated API testing
has become essential for validating these interconnecting end-
points and ensuring overall software reliability [1].

Despite the tremendous potential of Large Language Models
(LLMs) in automating test generation from OpenAPI schemas,
a critical challenge remains: when existing LLM-based meth-
ods are applied directly to complex, industrial-grade ecosys-
tems like Java Spring Boot, their execution success rates
plummet to near zero.

Current research predominantly evaluates LLMs on sim-
pler frameworks and relies heavily on “downstream post-
processing”—where engineers manually patch flawed gener-
ated code [3], [4]. This over-reliance on post-generation repair
is highly unscalable for complex API contracts and fails to
address the model’s inherent generative flaws.

Through an empirical investigation, we found the root cause
of these failures. LLMs severely lack deployment context-

awareness and fail to adhere strictly to HTTP protocol speci-
fications. This deficiency invariably leads to severe “semantic
hallucinations” [5], where the generated code is syntactically
correct in Java but entirely non-executable within the actual
deployment context.

To overcome this critical barrier, we propose the
Constraint-Enhanced Prompting Framework. This method-
ology fundamentally shifts the intervention paradigm from
downstream repair to upstream prompt design, establishing
strict boundaries before the LLM begins generation.

The remainder of this paper is organized as follows: Section
II reviews related work and baseline methodologies. Section
III details the empirical failures and introduces our proposed
constraint framework. Section IV outlines the experimental
design. Section V presents the results, followed by a data-
driven discussion in Section VI. Finally, Section VII concludes
the paper.

II. RELATED WORK

Traditional API testing research has heavily relied on the
static analysis of OpenAPI schemas to generate Test Specifica-
tion Language (TSL)—a structured intermediate representation
of test actions—or executable code [1], [6].

Recent baseline works demonstrate that LLMs can automate
this translation. For instance, the RestTSLLM approach [2]
successfully combines TSL with LLM capabilities to generate
REST API tests. In software automation, prompt engineering
[7] surrounding these tools generally falls into two paradigms:
human-in-the-loop downstream repair versus upstream prompt
constraints. Our work builds upon the latter, arguing that un-
constrained generative freedom is detrimental in rigid contract
testing.

To contextualize our contributions, we explicitly analyze
the RestTSLLM baseline workflow. In the baseline approach,
the LLM takes a generic prompt and an OpenAPI schema,
generating test code directly based on its pre-trained knowl-
edge. The pain point of this methodology lies in its lack
of environmental and semantic boundaries: without explicit
constraints, the LLM defaults to generic assumptions that
inevitably clash with the strict routing and structural realities
of complex System Under Test (SUT) ecosystems, directly
motivating the necessity of our proposed framework.
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III. METHODOLOGY

A. Baseline Reproduction and Workflow Migration

During the reproduction of the RestTSLLM baseline
pipeline, we identified two structural issues preceding prompt
execution. The original orchestration utilized non-sequential
execution, which we mitigated by enforcing deterministic
sorting. Furthermore, we performed a comprehensive repos-
itory refactoring, replacing all C# Few-Shot examples with
compliant Java files implementing the AAA (Arrange-Act-
Assert) pattern and RestAssured syntax. Figure 1 visually
contrasts the flawed baseline workflow with our proposed
constraint-aware architecture.

Baseline RestTSLLM

OpenAPI Schema

Generic Prompt

Unconstrained LLM

Hallucinated Code
(0% Pass Rate)

Proposed Framework

OpenAPI Schema

3 Constraint Pillars
(Context, Semantics, Regex)

Constrained LLM

Validated Code
(100% Pass Rate)

Fig. 1. Architectural comparison between the Baseline method and the
proposed Constraint-Enhanced Framework.

B. Baseline Failure Analysis

Applying the refactored RestTSLLM method to the Java
ecosystem revealed three distinct, recurring failure patterns:

• Problem 1: Environmental Context Loss. The LLM
hallucinated the endpoint domains, failing to configure
the base path (/petclinic), which resulted in persis-
tent 404 Not Found errors.

• Problem 2: HTTP Semantic Misunderstanding. The
LLM incorrectly attempted to assert response bodies on
204 No Content HTTP statuses, triggering runtime
IllegalArgumentException crashes during JSON
deserialization.

• Problem 3: Constraint Collision. In attempting to sat-
isfy the instruction for “unique data,” the LLM appended
numerical timestamps to strings, violating alphabetical-
only OpenAPI Regex schemas (e.g., ˆ[a-zA-Z]+$)
and triggering 400 Bad Request errors.

C. Constraint-Enhanced Prompting Framework

To address these empirical failures directly, we designed a
framework built upon three corresponding constraint pillars:

1) Pillar 1: Dynamic Context Constraint. Solves Prob-
lem 1. The LLM is required to extract servers and
securitySchemes from the OpenAPI JSON and
initialize them globally in the test setup.

2) Pillar 2: Protocol Semantic Constraint. Solves Prob-
lem 2. We enforced a “No Content Rule,” strictly pro-
hibiting the generation of .body() assertions when the
expected HTTP status is 204.

3) Pillar 3: Regex Strict Constraint. Solves Problem 3.
The LLM is explicitly instructed to obey the pattern
property for data generation, preventing regex violations.

These three pillars are organically integrated into the final
System Prompt. The structural representation of this prompt
is illustrated in Figure 2.

- [Context]: Extract basePath & Apply Auth.
- [Semantics]: IF 204, DO NOT assert body.
- [Regex]: Obey ’pattern’, NO timestamps.

2. Core Constraints

System: You are a strict API Test Generator...
1. Role Definition

// Java/RestAssured implementation examples
@BeforeEach public void setUp() { ... }
@Test public void testValidData() { ... }

3. Few-Shot Examples

Fig. 2. The structural design of the Constraint-Enhanced System Prompt.

IV. EXPERIMENTAL DESIGN

A. System Under Test (SUT) Selection

We selected the Spring PetClinic REST API [9] as our
System Under Test (SUT). It is a highly complex, industry-
standard open-source project that encapsulates the intricacies
of the Java Spring Boot ecosystem, providing a rigorous
testbed for our framework.

B. Experimental Setup

We defined two configurations for comparative analysis:
• Control Group: The baseline prompting method lacking

explicit structural and semantic constraints.
• Experimental Group: The method applying our

Constraint-Enhanced Framework.
All tests were generated using the DeepSeek-V3 LLM (via
an OpenAI-compatible API) to validate the framework’s ef-
fectiveness with modern reasoning models.

C. Evaluation Metrics

We employed the Execution Success Rate as our primary
quantitative metric to measure the reduction in hallucinated
errors. Qualitatively, we evaluated the framework’s capability
to detect latent, real-world defects within the SUT.

D. Bug Verification Process

To validate the authenticity of the LLM-identified defects,
we manually verified each failed test case. This process
involved comprehensive code walkthroughs of the PetClinic
source code, cross-referencing against the official OpenAPI
documentation, and analyzing actual 500/400 server error
logs triggered by the generated payloads.
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V. RESULTS

A. RQ1: Effectiveness on Hallucination Elimination

The comparative results demonstrate the substantial effi-
cacy of our framework. The baseline method suffered a 0%
execution success rate, primarily due to the context and se-
mantic misinterpretations detailed in Section III-B. Following
the implementation of the Constraint-Enhanced Framework,
framework-induced crashes were entirely eliminated.

The enhanced LLM successfully generated 4 Test Classes
(Owner, Vet, PetType, User) covering approximately 50
test scenarios. As highlighted in Table I, the generated suite
achieved a 100% pass rate (e.g., 19/19 tests passed in the
VetIntegrationTests run) across all syntactically and
semantically validated test structures.

TABLE I
COMPARISON OF TEST EXECUTION OUTCOMES

Method Initial Pass Rate Hallucination Resolution

RestTSLLM Baseline 0% Failed (Context/Semantic Errors)
Enhanced Framework 100%a Successfully Eliminated
aAchieved 19/19 pass rate in validated test suites.

B. RQ2: Capability of Real Defect Detection

It is crucial to clarify that the “test failures” discussed in
this section do not indicate errors or hallucinations in the
LLM-generated code. Instead, they represent perfectly valid,
compiled, and executable test cases that successfully exposed
latent defects within the SUT. With LLM hallucinations re-
moved, the tests uncovered the following SUT vulnerabilities:

1) Specification-to-Implementation Drift: A specific test
(deleteOwner) failed because the OpenAPI schema
incorrectly documented a 200 OK response. The LLM’s
strict test correctly triggered a failure when the actual
Java backend returned 204 No Content, explicitly
revealing documentation drift.

2) Robustness Vulnerabilities: The LLM generated edge-
case inputs (e.g., null roles or empty arrays) that by-
passed weak controller validations and caused unhandled
NullPointerExceptions, resulting in actual 500
Internal Server Error responses.

3) Hidden Validation Rules: Certain endpoints rejected
requests with 400 Bad Request due to undocu-
mented validation logic not specified in the OpenAPI
contract.

VI. DISCUSSION

Our empirical data directly answers the proposed research
questions, moving beyond theoretical assumptions to action-
able insights.

Answering RQ1 (Hallucination Elimination): The data
presented in Table I (improving pass rates from 0% to
100%) provides concrete evidence that upstream constraints
are highly effective. Our analysis revealed an inherent conflict

within the LLM’s reasoning process: the high-level objective
of “generating unique test data” frequently conflicts with the
strict micro-limitations of “obeying regular expressions.” By
enforcing Pillar 3, we forced the LLM to prioritize protocol
compliance over unconstrained generation, thereby resolving
the root cause of the 0% baseline success rate.

Answering RQ2 (Defect Detection): The successful identi-
fication of the deleteOwner drift and the 500 Internal
Server Errors proves that once semantic hallucinations
are eliminated, the LLM transcends its role as a mere code
generator. It effectively becomes a rigorous contract auditor
capable of finding real-world bugs [8]. The success of the
Constraint-Enhanced Framework highlights a necessary shift
in the test engineer’s role: future efforts should transition from
downstream code patching to the upstream design of rigorous
prompt constraints.

VII. CONCLUSION

To address the critical issue of existing LLMs yielding
near-zero execution success rates when generating API tests
for complex ecosystems, this study introduced the Constraint-
Enhanced Prompting Framework. We fundamentally shifted
the paradigm from downstream code repair to upstream restric-
tion by implementing Dynamic Context, Protocol Semantic,
and Regex Strictness pillars. Our experimental results prove
that this approach completely eliminated semantic hallucina-
tions, elevating the execution pass rate from 0% to 100%
while successfully identifying hidden specification drifts and
robustness vulnerabilities within the Spring PetClinic system.
Future research will focus on applying this framework to other
technology stacks, such as the .NET Web API ecosystem, to
further establish the universality of constraint-aware prompt-
ing.
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